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Abstract of the contribution: Proposes a new solution for key issue 4, focusing on separation of Session Management and Mobility Management and the support of multiple sessions for each data network connection.
1. Introduction
This solution addresses key issue 4 on “session management” in TR 23.799. 
It has to be noted that this solution also addresses parts of key issue 1 on network slicing, and specifically how to enable operators to use the network slicing concept to efficiently support multiple 3rd parties (e.g. enterprises, service providers, content providers, etc.) that require similar network characteristics.
Also, the solution addresses some of the issues in Key issue 5 on “Enabling (re)selection of efficient user plane paths”, and specific provides a mechanism for selecting an efficient user plane path for establishing connectivity to a data network.
2. Proposal
It is proposed to add the following solution to the TR 23.799 “Study on Architecture for Next Generation System”.
>>>Start of Changes<<<<
6.4	Solutions for Key Issue 4: Session management
6.4.X	Solution 4.X: Session Management for Data Network Sessions 
Editor's Note: This section describes the solutions to the key issues and solutions to architecture design. 
This solution applies to key issue 8 on session management, and parts of key issue 1 on network slicing. Specifically, the solution addresses the session management model, the correlation between session management and mobility management functionality, and to key issue 1 on how to enable operators to use the network slicing concept to efficiently support multiple 3rd parties (e.g. enterprises, service providers, content providers, etc.) that require similar network characteristics.
6.4.X.1	Architecture description 
Editor's Note: This clause will contain e.g., terminology, overview, architecture description of the solution. 
Editor's Note: non-IP session management is FFS.
The following terminology is introduced:
· Data Network Session:
· Set of context information in various entities that provides connectivity between the UE and a Data Network (e.g. IMS, Internet, dedicated DNs, etc.)
· A Data Network Session may be associated with a Data Network Name
· A DN Session contains one or more PDU sessions
· A DN Session may be established without establishing any PDU sessions, or one or more PDU sessions may be established simultaneously to the establishment of a DN Session 
· PDU Session:	
· A logical context in the UE that enables communication between a local endpoint in the UE (e.g. a web browser) and a remote endpoint (e.g. a web server in a remote host). 
· An PDU Session starts when an application in the UE requests transport resources (e.g. an IP application creates a new network socket) 
· A PDU session may be either an IP session or a non-IP session, depending on the type of data transported. In case of IP session, it is bound to the PDU Session IP address, a certain transport protocol (e.g. UDP, TCP) and certain port numbers.
The solution is based on the following architecture:
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Figure 6.4.X-1 Session Management high level architecture.
The functional entities in the architecture are defined as follows:
· CP-MM: Control Plane Mobility Management function
· the CP-MM is in charge of establishing and maintaining the MM context for a device attaching to the NextGen network, over one or multiple access technologies. This includes interacting with the CP-AU to authenticate the device. The CP-MM also implicitly interacts with CP-SM to validate the establishment of SM context for a UE that has securely established an MM context.
Editor’s note: whether one or multiple CP-MM instances are applied when the UE connects to multiple network instances/slices is FFS and depends on the definition for the architecture for network slices.
Editor’s note: it is FFS if the CP-MM function is solely implemented in the NexGen core network or if it is a functionality distributed between the access network (e.g. RAN) and the NexGen CN.
· CP-SM: Control Plane Session Management function
· the CP-SM is responsible for establishing, maintaining and terminating Data Network sessions and PDU sessions for the UE in the NextGen system architecture, including establishing sessions on demand. 
· The CP-SM may optionally interact with the CP-AU to authenticate the UE requests for Data Network Sessions establishment (i.e. SM context establishment), e.g. in the case the credentials used by the UE for Data Network Sessions establishment are different from the credentials used for MM context establishment
· CP-AU: Control Plane Authentication Management function
· the CP-AU is responsible for authenticating the establishment of a MM context between the UE and the MMF. The CP-AU function is also responsible for authentication the establishment of an Data Network Sessions establishment .
· AAA: profile repository and authentication server
· stores the subscriber profile and the subscriber credentials corresponding to a specific set of credentials. 
A centralized storage (not shown in the architecture) shared by the various CP functions may be used, which allows the CP functions to access context information stored by other CP functions, and may allow some CP functions to be stateless and retrieve the UE state only when they need to perform a specific task to handle the UE session management.
The solution is based on the following model:
· For each network slice, the UE has a single MM context established with a CP-MM function
Editor’s note: this assumption is dependent on the solutions for the key issue on network slicing, and may need to be revisited when such solutions are defined.
· A UE can have a MM context established with the network without requiring the establishment of any DN sessions, but a DN session can be established simultaneously to an MM context. 
· For each MM context, a UE can associate multiple SM contexts (i.e. DN sessions)
· The establishment of any DN sessions in relation to an MM context is authorized based on the UE previously having established an MM context
· In this solution, it is assumed that the UE is aware of the connectivity requirements for applications/services (e.g. what data network is required for an application/service, what specific connectivity requirements wrt the transport, e.g. the type of session continuity for the IP flows, etc.). It is furthermore assumed that when applications require connectivity, they either provide specific connectivity requirements (e.g. regarding session continuity; type of connectivity in terms of local breakout, remote; etc.) or the UE is configured with information regarding connectivity requirements of specific applications. 
Editor's Note: The exact relationship between session management and session continuity requires further study and depends on the solutions developed for session continuity. 
Editor's Note: It is FFS whether and how the UE can be configured with such information, if applications cannot provide such requirements. E.g., in the same way that in EPC it was possible to define per-application ANDSF policies based on application ID, similarly per-application ID connectivity requirements could be provided in the UE.
· When applications/service in the UE require connectivity, if the type of DN session required for the application/service is not established, the UE trigger the establishment of a new DN session 
· The UE may provide a Data Network Session Name
· No UP-GW is selected during the establishment of a DN Session with no PDU Sessions
· When applications/service in the UE corresponding to a DN session require connectivity, if the existing PDU sessions do not satisfy the requirements for the application/service (e.g. in terms of session continuity), the UE triggers the establishment of a new PDU session
· UP-GW selection and allocation is performed upon establishment of a PDU session
· UP-GW selection for a PDU Session corresponding to a DN Session is performed considering the connectivity requirements of the PDU Session. This enables efficient establishment of the data path for each PDU Session in a DN Session
· PDU sessions in a DN session may be served by different UP-GWs. Different IP PDU sessions may have different IP addresses.
· Different PDU sessions corresponding to a DN session may be established over different access networks (e.g. when the UE is simultaneously connected to multiple access networks).
· Binding of applications in the UE is not to a Data Network Session or Data Network Session Name, but to a specific PDU Session
· When a PDU Session is created, a specific data path or routing path is established in the CN, depending on the mechanism developed for PDU session and/or IP continuity
· A UE may be served by different CP-SM functions for different DN Sessions (e.g. if specialized features need to be implemented by CP-SM for specific services).
In this solution, the establishment of a DN session may be authorized/authenticated by the external DN via the session management functionality:
· This includes the ability for the external DN to provide service-specific profile information (e.g. QoS requirements, etc.) to the CP-SM
· Such information may be used for etc. QoS establishment.
· DN sessions authorized/authenticated by the external DN are managed by a session management functionality provided by the MNO. 
· establishment and authorization of connectivity in an operator network is maintained under the control of the operator in the serving CP-SM
· the UE has a single active operator subscription being used with the operator network
· A UE can use different credentials for the establishment of the MM context and the establishment of each SM context when the SM context is authorized by the DN. The UE may be provisioned with one or more set of credentials. Credentials provisioned in the UE are classified as:
· access credentials: access credentials (e.g. credentials provided by a Mobile Network Operator, or an MVNO, to a UE) enable the UE to establish a MM context with the network and, possibly, to establish one or more SM contexts with the core network. 
· connectivity credentials: connectivity credentials, provisioned to the UE by an MNO, an MVNO, or by a 3rd party service provider, enable the UE to authenticate the establishment of a SM context while tying the SM context to a specific service and service provider (e.g. for authorization, connectivity profile, charging, policing, etc.). The entity providing credentials to the UE may configure the UE as to what credentials need to be used for the various services. E.g., if the UE receives access credentials from an MNO, and the MNO also provides IMS services, the MNO may configure the UE to use the access credentials also for establishing connectivity to IMS.
The following figure describes the functional allocation for this session management solution.
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Figure 6.4.X-2 Functional Distribution for Session Management.

6.4.X.2	Function Description
Editor's Note: This clause will contain function descriptions and the interactions among the network functions.
Editor’s note: the specific protocols for DN SM context establishment are FFS. It is expected that a subset of the current NAS functionality will be supported, independently of the protocol supported, depending on the solutions designed for other key issues (e.g. QoS, congestion control, etc.).
The functional description in the following section is not based on the possible deployment of a centralized storage for the CP functions, and assumes localized storage. However, the CP functions retrieval on demand from the centralized storage of the appropriate UE information/context does not modify the overall functionality.
The UE may establish DN session (SM contexts):
· Automatically, simultaneously to the MM context establishment
· On demand, e.g. when applications/services in the UE require the establishment of new connectivity to a Data Network.
The establishment of a DN Session may result in the establishment of a PDU Session.

6.4.X.2.1	Establishment of a DN Session with no PDU Sessions
 [image: ]
Figure 6.4.X-3 DN Session Establishment.
In this solution the following steps are performed:
1. the UE establishes a Mobility Management (MM) context via MM procedures with the CP-MM, including authentication via access credentials. The MM context establishment provides UE mobility tracking and a secure signalling channel over the AN. The MM context establishment also retrieves the subscription profile corresponding to the access credentials.  
Editor's Note: The details of the establishment of the MM context are defined in the solutions for MM key issue.
Editor's Note: The details of the authentication, profile retrieval and profile storage during the MM context establishment are defined in solutions for other key issues.
2. The UE sends a DN SM Establishment Request to the CP-MM in order to establish a DN Session, and may include information describing the service and connectivity requirements for the DN session, including whether one or more PDU Sessions need to be created and the requirements for each PDU session. The UE may also include the UE identity corresponding to the connectivity credentials to be used to authorize the DN SM Establishment.
3. The CP-MM verifies if the UE is authorized to establish a DN SM context, selects the CP-SM function to serve the UE (e.g. based on the information describing the service and the requirements for the DN session), and forwards the request to the selected CP-SM. 
Editor’s note: it is FFS whether the UE needs to address the CP-MM for such signalling or if the signalling is addressed to a front-end signalling function that, based on the information provided by the UE and previous context established in CP-MM and possibly stored in a common data storage, the front end verifies if the UE is authorized to establish a DN SM context, selects the CP-SM function. This relates to the overall architecture discussion. However, the functionality in the two scenarios is equivalent.
4. The CP-SM verifies the UE request for the DN Session based on the information provided by the UE with respect to the UE profile. The CP-SM optionally triggers the authentication of the DN SM Establishment Request based on the provided UE identity, interacting with the AAA server corresponding to the connectivity credentials, which may be operated by the Data Network. During the authentication procedure, the AAA server may provide a connectivity profile to the CP-SM containing service specific requirements (e.g. QoS, connectivity type, etc.). 
Editor’s note: it is FFS whether the establishment of a DN SM context related to the same credentials used for the MM context requires a further authentication for the SM establishment, or whether the security context established for the MM context can be reused for the SM context established with the access credentials.
Editor’s note: it is FFS what types of authentication are supported.
5. The CP-SM interacts with the policing function to determine the policies to be applied to the DN Session 
6. The CP-SM establishes the resources required to establish the DN Session. The CP-SM interacts with the AN for the establishment of the DN Session, providing information regarding the DN Session that relate to the AN.
7. The CP-SM confirms to the UE the establishment of the DN SM context and includes information related to the DN SM context. 
6.4.X.2.2	Establishment of a DN Session with a PDU Session
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Figure 6.4.X-3 DN Session Establishment.
In this solution the following steps are performed:
1. the UE establishes a Mobility Management (MM) context via MM procedures with the CP-MM, including authentication via access credentials. The MM context establishment provides UE mobility tracking and a secure signalling channel over the AN. The MM context establishment also retrieves the subscription profile corresponding to the access credentials.  
Editor's Note: The details of the establishment of the MM context are defined in the solutions for MM key issue.
Editor's Note: The details of the authentication, profile retrieval and profile storage during the MM context establishment are defined in solutions for other key issues.
2. The UE sends a DN SM Establishment Request to the CP-MM in order to establish a DN Session, and may include information describing the service and connectivity requirements for the DN session, including whether one or more PDU Sessions need to be created and the requirements for each PDU session. The UE may also include the UE identity corresponding to the connectivity credentials to be used to authorize the DN SM Establishment.
3. The CP-MM verifies if the UE is authorized to establish a DN SM context, selects the CP-SM function to serve the UE (e.g. based on the information describing the service and the requirements for the DN session), and forwards the request to the selected CP-SM. 
Editor’s note: it is FFS whether the UE needs to address the CP-MM for such signalling or if the signalling is addressed to a front-end signalling function that, based on the information provided by the UE and previous context established in CP-MM and possibly stored in a common data storage, the front end verifies if the UE is authorized to establish a DN SM context, selects the CP-SM function. This relates to the overall architecture discussion. However, the functionality in the two scenarios is equivalent.
4. The CP-SM verifies the UE request for the DN Session based on the information provided by the UE with respect to the UE profile. The CP-SM optionally triggers the authentication of the DN SM Establishment Request based on the provided UE identity, interacting with the AAA server corresponding to the connectivity credentials, which may be operated by the Data Network. During the authentication procedure, the AAA server may provide a connectivity profile to the CP-SM containing service specific requirements (e.g. QoS, connectivity type, etc.). The CP-SM verifies the UE is authorized to establish any PDU session matching the connectivity requirements provided by the UE.  
Editor’s note: it is FFS whether the establishment of a DN SM context related to the same credentials used for the MM context requires a further authentication for the SM establishment, or whether the security context established for the MM context can be reused for the SM context established with the access credentials.
Editor’s note: it is FFS what types of authentication are supported.
5. The CP-SM interacts with the policing function to determine the policies to be applied to the DN Session and to any requested PDU sessions.
6. The CP-SM establishes the resources required to establish the DN Session
6a.	For each PDU Session that needs to be created, the CP-SM selects a UP-GW (e.g. based on the information describing the service, the requirements for the DN session, the connectivity profile, etc.). The CP-SM interacts with the UP-GW for the establishment of the DN Session (e.g. IP address allocation for DN Session for IP traffic). If no PDU sessions need to be created, the CP-SM does not select a UP-GW.
6b.	The CP-SM interacts with the AN for the establishment of the DN Session, providing information regarding the DN Session that relate to the AN.
The resource establishment for a PDU session may include establishment of tunnelling of PDUs corresponding to the PDU session between the AN and the corresponding UP-GW.
Editor’s note: routing of PDUs between the AN and a UP-GW and the corresponding need for tunnelling is FFS, and depends on the solution for session continuity, mobility management, transport of non-IP PDUs, and QoS.
The CP-SM confirms to the UE the establishment of the DN SM context and includes information related to the DN SM context (e.g. IP address if one was allocated, etc.).
6.4.X.2.3	Establishment of Additional PDU Session for a DN SM Context via CP-SM
Once a DN session and the corresponding DN SM context are established, if specific connectivity requirements arise in the UE for an application or service, the UE can establish additional PDU Sessions within an existing DN session. The UE sends the additional request in relation to an existing SM session, and provides connectivity requirements (e.g. regarding session continuity, as an example when existing connectivity does not support session continuity and the new applications requiring connectivity instead require session continuity) in SM signalling to the CP-SM serving the DN SM context.
Establishing additional PDU sessions for an existing DN SM context may result in selecting additional UP-GWs and assigning additional IP addresses to the UE. 
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Figure 6.4.X-5 PDU Session Establishment.
In this solution the following steps are performed:
1. The UE has established a Mobility Management (MM) context via MM procedures with the CP-MM.
2. The UE has established a DN session with a CP-SM.  
3. The UE sends a PDU Session Establishment Request to the CP-SM in order to establish a new PDU Session, identifying the related DN SM context and providing connectivity requirements. 
Editor’s note: it is FFS whether the CP-MM is involved in such request or if the UE sends the request directly to the CP-MM. 
Editor’s note: though specific details of the protocol are FFS, the establishment of a PDU Session could take place via protocols such as DHCP extended to carry the needed information.
4. The CP-SM verifies the UE is authorized to establish additional PDU sessions for the existing DN SM context and matching the connectivity requirements provided by the UE. If authorized, the CP-SM (e.g. based on the connectivity requirements, the subscription profile, etc.) may select a different UP-GW to serve the new PDU session. The CP-SM establishes the resources required to establish the DN Session:
4a.	if a new IP address is required from the current UP-GW, the CP-SM requests one from current UP-GW
4b.	if a new UP-GW is required, the CP-SM selects a UP-GW (e.g. based on the information describing the service, the requirements for the DN session, the connectivity profile, etc.) and interacts with the UP-GW for the establishment of the DN Session (e.g. IP address allocation for DN Session for IP traffic)
4c.	The CP-SM interacts with the AN for the establishment of the PDU Session
The resource establishment for a PDU session may include establishment of tunnelling of PDUs corresponding to the PDU session between the AN and the corresponding UP-GW.
Editor’s note: routing of PDUs between the AN and a UP-GW and the corresponding need for tunnelling is FFS, and depends on the solution for session continuity, mobility management, transport of non-IP PDUs, and QoS.
5. The CP-SM confirms to the UE the establishment of the PDU session and includes information related to the PDU session (e.g. IP address).
[bookmark: _Toc439686353][bookmark: _Toc439745371][bookmark: _Toc316022751]>>>End of Changes<<<<

3. FAQs
Why multiple IP addresses for a data network connection and multiple UP-GWs for a data network connection?
This overcomes the limitation of EPC in which, if the UE requires both home routed and LBO routing for IP flows corresponding to a given DN (i.e. a given APN), the UE would have to setup multiple PDN connections to the same APN, and ensure one is home routed and one is LBO routed. Clarify that when requesting a new IP session for a DN, the UE also provides requirements for the session (e.g. session continuity requirements, etc.) and/or the CP function can derive such requirements based on information on the service/application(s) and the UE profile.

[bookmark: _GoBack]Is the solution based on NAS?
Yes, the solution assumes a Non-Access Stratum protocol defined between the UE and the CP-SM. However, this simply implies that a protocol above the Access Stratum is used, but it does not imply that TS 24.301 is the protocol used.

Why authentication/authorization of Data Network Sessions?
In the EPC, the UE may provide in the UE requested PDN connectivity procedure (in the PCO field) the information for authentication/authorization of the request using PAP/CHAP. This was introduced to enable the UE to obtain explicit authorization by the entity or service provider operating the specific PDN to which the UE is requesting connectivity.
At present, EPC supports only a basic authentication/authorization based on username and password, and does not support additional authentication mechanism that service and content providers have in place for authentication of access to their services and content. Moreover, at present the authorization/authentication of such PDN connections by the EPC is performed via an exchange between the PDN GW and the external PDN/service provider, which requires the EPC to first select a PDN GW before the connection is authorized by the external service/content provider. In NextGen the CN should be allowed to select a UP-GW in an optimal location depending on the type of service/connectivity that the external data network supports, and such selection would benefit from an interaction between the NextGen network and the external DN or service provider.
In addition, policing of connectivity with a DN that is authorized/authenticated via PAP/CHAP is based solely on the UE subscription related to the operator credentials and subscriptions that the UE is using when authenticating with the MME. It may also be based preconfigured information in specific PDN GWs assigned to support such external network. However, no dynamic policing based on the external DN or service provider is possible, and no dynamic PDN GW allocation for such DNs, which restricts the applicability of the mechanism e.g. to third party service or content providers that may want to provide different policing (e.g. QoS requirements) for different subscribers that can have access to their DN.  
Moreover, SA1 has defined a set of use cases and requirements that have impact on the Session Management work in SA2. Specifically:

5.1.1 
...
Flexibility enabler 5: Multi-network connectivity and service delivery across operators
Given the multitude of use cases for new verticals and services, each operator, based on its business model, may deploy capabilities to serve only a subset of the vertical industries and services.  However, this should not prevent end-user to be able to access all new services and capabilities that will be accessible via next generation 3GPP systems. Operators could contemplate a variety of sharing business models and partnership between service providers and other network operators, to enable users to access all services via multiple networks simultaneously in order to provide a better user experience...

The solution proposed in this paper, besides building on existing EPC functionality as described above, aims at enabling the highlighted scenarios for a more thorough partnership and better integration between the services provided by service/content providers and operator networks. 
5.1.2.5           Multi-network Connectivity and Service Delivery across Operators
The 3GPP system shall enable the operators to deploy networks for a specific set of services.
The 3GPP system shall enable users to obtain services from more than one network simultaneously on an on-demand basis.
For a user with a single operator subscription, the use of multiple serving networks operated by different operators shall be under the control of a single operator, the home operator.
In the event of the same service being offered by multiple operators, unless directed by the home 3GPP system, the user shall be prioritized to receive subscribed services from the home operator. 
NOTE:    If the service is unavailable (e.g., due to lack of network coverage) from the home network, the user shall be able to receive the service from another operator’s network.

The solution, in addition to considering network slicing as being defined in other key issues, also proposes the concept of service slicing in order to enable efficient and flexible provisioning of connectivity to service providers (e.g. enterprises, service providers, content providers, third party entities, etc.) that require similar network configurations. 
Service slicing enables a UE, provisioned with multiple credentials (each corresponding to a specific service, service provider or 3rd party entity) to establish connectivity for each service and corresponding SM contexts separately and on-demand.
Are we talking about a multi-SIM UE?
No. In this solution, the access credentials correspond to the current SIM credentials in the UE. In this solution, additional credentials can be provisioned to the UE by a 3rd party (e.g. service provider, content provider, etc.) for access to their specific services, and securely stored in the UE (location is TBD and the storage and provisioning had to be defined by SA3). 
Are we giving control of radio resources and connectivity establishment to third parties?
No, we are enabling a model in which the MNO interacts with 3rd party to provide connectivity that satisfies the service requirement of the 3rd parties (e.g. content providers) in a flexible way. This is flexible in the sense that is not tied to preconfiguration of information e.g. in a PDN GW, but is based on dynamic “profile” and “requirements” that the 3rd party can provide to the MNO during the authentication/authorization of the connectivity establishment.
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